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Abstract--The convergence of wearable sensor technology 

and personalized predictive analytics has the potential to help 
researchers with early detection and treatment of medical 
problems.  We anticipate that the clinical analysis of the flow of 
data coming from the individual's continuous monitoring will 
drive new discoveries and treatments. Moreover the 
development of personalized predictive models will drive the 
healthcare industry to shift from a reactive model to a proactive 
model, helping healthcare providers optimize care costs and 
offer a better customized service to patients.  However, amidst 
the excitement for this new healthcare scenario, the amount of 
personal and sensitive data flowing from wearable devices to the 
cloud raises concerns about data security and customer privacy.  
While cyber-security experts and lawmakers are already 
working on securing the infrastructure, privacy issues are 
emerging from the individuals’ social habits.  The convergence 
of social media with new wearable device features raises 
potential issues related to the online disclosure of sensitive 
medical data. Furthermore, the longitudinal collection of 
wearable data may lend itself to the development of new medical 
information, what we coin “emergent medical records”.  Data 
from an exploratory study shows how user intent to avoid 
potential privacy issues disclosing sensitive medical information 
collides with the individual’s social propensity to share wearable 
information, generating a potentially regrettable behavior. 
 

I. RESEARCH PURPOSE 
 

Progress in science and technology creates, as side effect, 
the potential for new emergent issues and dangers. As 
professor Stephen Hawking noted in the 2016 BBC Reith 
Lectures, "We are not going to stop making progress, or 
reverse it, so we have to recognize the dangers and control 
them”. Scientists share the burden of recognizing and 
preventing potential issues arising from the progress in 
science and technology. The rise of social media is a perfect 
example how new technology that changed social behaviors 
all around the world can have unexpected side effects. A 
major turning point for the Social Network Site industry was 
the establishment of Facebook in 2004. It has rapidly become 
the most popular social network site online, counting more 
than 1.5 billion monthly active users. It is so pervasive that 
many consider it a normal part of daily life [24]. However, 
the growth in Social media has also highlighted the persistent, 
cumulative, and searchable nature of information, with 
unclear boundaries between public and private [45].  

Privacy is a concern for many online social media users, 
but individual privacy attitudes are often inconsistent with 
behaviors. There is an ample literature about this gap, known 
as the privacy paradox [23]. As technology improves, new 
unexpected threats to privacy are exploited for online social 
networks. The charge for many scientists, experts, and policy 

makers is to recognize and mitigate these threats, and to 
educate people about it [16, 25, 47].  

As the electronic industry has improved the production of 
miniaturized sensors, the prevalence of new devices designed 
to be worn on (and in) our bodies are multiplying fast [35]. 
These devices seamlessly collect, store, and transmit data, 
some of which could be considered as private and sensitive. 
While HIPAA rules apply for the storage and transmittal of 
medical information [33], many new exercise and social 
devices (i.e. fitbit, etc.) produce time-series data that lends 
itself to the creation of what we coin “emergent medical 
records”. These would be records of one’s activity (or 
inactivity), that could be used by a third party to assess the 
individual’s health and potentially impact their employment, 
insurance benefits, health premiums, etc. Furthermore, many 
of these devices use the cloud for storage and necessarily 
interface with social media sites for sharing such information, 
thus begging questions of privacy.  

Today, the most familiar devices include smart phone’s 
apps coupled with smart bands, smart watches, and smart 
glasses, are used to monitor our health and provide quick 
access to online services. The data flowing from these 
devices to the cloud is expected to transform medicine [6, 31, 
42], providing researchers with extensive and accurate data, 
and offering clients personal health-care predictive analysis. 
However the concern is that the flow of highly sensitive data 
produced by wearable devices can be easily shared online 
through the social media networks. The main goal of this 
research is to address the gap between people’s wearable 
privacy concerns (perceptions) and their real behavior.  
 

II. ONLINE PRIVACY 
 

The rise of online mediated-communication into the 
relationship development process has changed our lives, 
enabling individuals to connect synchronously with others 
and expand their circle of friends [21]. Research in the past 
decade shows that social capital [2] is a particularly 
significant outcome to consider when studying the use of 
social network sites [8, 14, 15, 38, 39]. The increased 
worldwide usage of smartphones and mobile devices has 
opened up the possibilities of individuals to share information 
with other 2 billion of users, creating an easy and attractive 
means to disseminate private, sensitive, and possibly 
inappropriate, harmful and even illegal information [9]. 
Given the persistent, cumulative, and searchable architecture 
of the World Wide Web, the private information and 
communications posted may be read for long time by 
everyone and constitute the “digital footprint” of an 
individual.  
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To address this growing problem, some countries have 
discussed and put into practice laws to establish a person’s 
right to secure or erase potentially damaging, private 
information. Many countries have in practice laws to prevent 
and punish the misuse of online information. However the 
unclear boundaries of private versus public [22] creates a gap 
between the online privacy concerns about consequences of a 
breach of privacy, and the behavior of disclosing online 
personal information [45]. The gap between concerns and 
behavior, known as “privacy paradox” [7, 30], has been the 
focus of many studies [23], however it is still not fully 
explained in these studies. Surveys indicate that people are 
highly concerned about their privacy and about how their 
information is stored and used [32, 34], but there is low 
correlation between privacy attitudes and online behavior 
[44].  The privacy paradox debate triggered research to 
explain this complex phenomenon through different theories 
and models, and brings into play the relationship between 
attitudes and behaviors. 

 
A. Privacy attitudes and behavior 

Current research is concerned to interpret the attitudes 
behavior dichotomy through different theories. The “Privacy 
Calculus Theory” proposes that behavior is a resulting 
balance between privacy concerns and social rewards [19, 
46]. The Social Theory-based Interpretation adopts the 
perspective of social networks as social collectives. The 
individual perceives oneself as belonging to a community 
with the implicit rule to self-disclose, while the risks are 
associated with a more formal and abstract social collective 
[28]. The Cognitive biases and heuristics in privacy decision-
making draws from cognitive theory, proposing that behavior 
decisions are affected by biases and heuristics, like optimism, 
overconfidence, affect bias, and hyperbolic discounting.  In 
this context the individual values future benefits less than the 
present ones, consequently choosing the self-disclosure 
behavior [1]. Finally, the “Bounded rationality, incomplete 
information, and information asymmetries theory” proposes 
that the lack of knowledge constrains decisions. When people 
are provided context and knowledge, concerns are good 
predictors of intentions and behavior [1, 3]. 

While current research partially contributes to explaining 
some aspects of the privacy paradox, this complex 
phenomenon has not been fully explained [23].  Reviewing 
current theories interpreting this dichotomy, we note that two 
are based on the cognitive theory that the outcome is a 
balance between concerns and rewards, eventually moderated 
by biases and heuristics.  Moreover the social theory proposes 
the outcome as a balance between more concrete immediate 
social rewards and more abstract distant-future social 
concerns.  In the cognitive research literature the Construal 
Level Theory (CLT) [27, 43] shows how the choices people 
make every day are unconsciously based on a discounting 
process; near and positive outcomes weigh more than distant 
and negative outcomes in the personal evaluation of an 
action, because the distance discounts the negative aspects of 

that outcome.  Combining these theories, we henceforth 
develop a more complete model that more accurately reflects 
the privacy paradox.  

 
B. The Proposed Model 

To create a better explanation of this complex 
phenomenon, we propose a theory based on a cognitive 
model (Fig. 1) that combines the current theories with the 
CLT perspective, in order to explain the gap between the 
privacy attitudes and the behavior of the individual.  Drawing 
from privacy calculus theory, we propose the behavior of 
self-disclosure as the resulting balance of two opposite 
intentions, namely 1) the risk-avoiding intention, which 
negatively affect the behavior, and 2) the trusting intention, 
which positively predicts the individual’s self-disclosure.  As 
Lutz and Strathoff [28] pointed out, people are willing to 
provide data online because they feel their interaction with 
social media is like a community they are part of, whereas the 
calculated hazard of data misuse is perceived as hypothetical 
and distant.  The rewards are more concrete while the risks 
are more abstract [28]. What is unclear if these perceptions 
hold given an individual’s prior exposure to negative 
outcomes of the associated risks.   

Construal Level Theory explains how any type of 
distance, social, temporal or psychological, impacts on our 
decision-making process. The positive value coming from a 
closer behavior is enhanced, while the negative value of a 
distant behavior is discounted [26, 27, 43].  Under this point 
of view, the gap between privacy concerns and behavior is 
explained taking in account the psychological distance 
between the self and the potential negative outcomes.  Thus 
the more distant an individual feels the breach of privacy, less 
value it will have on the choice of behavior.  Therefore we 
expect that people with past experience with breach of 
privacy will give more value to the risk-avoiding intent.  To 
identify the nature of the intention’s antecedents, we draw 
from theories successfully applied in many others fields.   

Over the last decades, medical and cognitive research has 
demonstrated that the extent to which individuals consider the 
future consequences of their behavior can have a significant 
effect on their choices [40].  The balance of immediate and 
future outcomes of a behavior affects the individual 
evaluation of the outcome and the consequent choice of 
behavior.  In the context of our research, the future 
consequences of self-disclosing personal information are the 
probability of misuse of personal data, while the immediate 
consequences are the social rewards to feel part of a 
community sharing personal information.  Consequently we 
propose that the consideration for future consequence (CFCf) 
will positively affect the intentions to avoid the risk of misuse 
of personal information, while the consideration for 
immediate consequences (CFCi) will affect positively the 
intentions to self-disclose personal data.  As many other 
privacy-related theories state, privacy concerns are a strong 
predictor of the risk-avoiding intentions.  On the opposite 
side, the social rewards are a predictor of the self-disclosing 
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intentions [19, 28].  We contextualize our research to look at 
e-healthcare privacy, especially related to the use of wearable 
devices, as literature shows that online privacy can be 
segmented into different contexts [3], each with a different 
associated value [18].  

 
C. Wearable devices 

Medical research triggered the proliferation of small 
sensors that in the last few years has been used to make 
wearable device with the intent of monitoring individual’s 
vital signs in real time.  The first large-scale application of 
this new technology was fitness tracking devices, including 
smart bands, smart watches, some smart phone apps.  The use 

of wearable sensor technology supports personalized 
predictive analytics to detect medical problems, which in turn 
will drive the healthcare to shift from a reactive model to a 
proactive model, helping the healthcare providers to optimize 
the costs and to offer a better customized service to their 
patients. The gamification [12] approach used to increase the 
sales of these new devices also pushes the social-reward side 
of the data flowing from the wearable technology, even 
though they may emerge with the potential to be used as 
healthcare data. Through the gamification lens, people are not 
made aware of the sensitive nature of the wearable data, 
exposing them to the potential misuse of this information.  

 

 
Figure 1. Proposed Model 
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III. RESEARCH METHOD AND ANALYSIS 
 
A. Experiment design 

A quasi-experimental exploratory study was designed to 
validate the proposed cognitive model that includes measures 
of intentions based on the Construal Level Theory.  The 
instrument was an online survey administered with the snow-
ball technique [4, 5].   The survey included a section to test 
the intention and the behavior of the users of wearable 
devices. 

 
B. Measures 

The Consideration of Future Consequences scale [20, 40] 
is the antecedent of the risk-avoiding intentions for the future 
factor, while it is antecedent of the self-disclosure intent 
through the immediate factor.  The privacy attitudes are 
measured using the IUIPC scale [29].  The behaviors scale 
has been adapted from [19] and a new section has been 
developed for the wearable devices behavior, drawing from 
the Facebook behavior scale [10] and from the SeBIS 
security scale [13].  Each of these tools were previously 
validated.  

 
C. Results 

The preliminary sample was obtained with a snowball 
technique.  The age of respondents was between 20 and 83, 
with the mean of 39.8.  Forty two percent of respondents 
were male, and about 70% of the sample had a college 
degree.  The average number of social media accounts per 
person was 3.5, and about 60% of our sample uses wearable 
devices or smart phone apps to track their daily activity.  
Table 1 reports the reliability coefficients for the instrument, 
including the Cronbach alpha [11] and the omega [36]. 
Moreover, we also checked for multicollinearity issues (see 
the Variance Inflation Factor in Table 1), and 

unidimensionality.  The instrument performed discretely on 
the preliminary sample. The Long term Intentions and the 
Self-Disclosure Behavior could be reworded to achieve a 
better reliability, however we will track this further as the 
sample size is increased in the study. 

 
TABLE1. CRONBACH ALPHA FOR THE LATENT VARIABLES 

Latent Variable 
Cronbach 

Alpha 
Omega VIF 

CFC scale Future 0.85 0.85 < 2.2 
CFC scale Immediate 0.88 0.88 < 4.1 
Privacy Concerns (IUIPC) 0.90 0.90 < 4.6 
Social Rewards 0.86 0.87 < 2.7 
Self-disclosure Behavior 0.65 0.62 < 1.47 
Long-term risk avoid Intentions 0.61 0.65 < 1.9 
Short term self-disclosure 
Intentions 

0.75 0.75 < 1.8 

 
Given the small amount of data in our preliminary sample, 

we decided to test the proposed model using Partial Least 
Square Path Modeling (PLSPM) analysis [37].  Fig. 2 shows 
the outer model coefficients resulting from the PLSPM 
analysis on the preliminary data.   

As expected, the Consideration about Future 
Consequences positively affects the long-term risk avoiding 
intentions, while the CFC Immediate positively affects the 
risk-avoiding intentions and negatively affects the self-
disclosure intentions.  Surprisingly the CFC Future exerts a 
positive effect on the self-disclosure Intentions, however with 
a small effect size.  One possible explanation is that our 
model uses the CFC scale in his two-factor version, following 
the current research [20], instead of the original single-factor 
scale [40].  The CFC scale is a consistent and reliable 
instrument applied in many different fields [41], however 
there are still questions open about the optimal number of 
factors to consider in using that scale [17].   

 
Figure 2. PLSPM results 
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Social rewards and Privacy concerns are respectively 
positively related to the self-disclosure intentions and to the 
risk-avoiding intentions.  The short-term self-disclosure 
intentions exert a positive effect on the behavior, with a 
moderate to large effect size.  Surprisingly, the long-term 
risk-avoiding intentions are positively related to the self-
disclosure behavior, although with a small effect size.  We 
expect that small inconsistencies in the analysis will be 
solved as more data is added to the sample. However the 
overall performance of the model, even with a small sample 
size, has been strong enough to show how the behavior is 
driven more by the concrete short-term rewarding intentions 
than by the abstract long-term risk-avoiding intentions.  In the 
future our research will focus on the potential mediators of 
the construal level effect on the behavior.  We expect, for 
example, that past negative experience and knowledge will 
increase the risk-avoiding effect on the individual’s behavior.   

 
IV. CONCLUSIONS 

 
The convergence of social media with new wearable 

devices raises potential issues related to the online disclosure 
of sensitive medical data.  Literature shows the unexplained 
existing dichotomy between privacy attitudes and social 
media behavior.  This uncovered gap, or privacy paradox, 
becomes more crucial when applied to sensitive data flowing 
from the wearable devices, whereby the user may not truly 
realize the impact the public release of such data can have.  In 
order to prevent the misuse of the wearable data, it is crucial 
to fully explain the privacy paradox.   

The Construal Level Theory (CLT) shows how the value 
of negative outcomes generated from abstract behaviors is 
discounted, while value of positive outcomes generated from 
concrete behaviors is enhanced.  Our model, applying the 
CLT, shows that the intentions to avoid the abstract privacy 
risk are less related to the behavior than the concretely 
rewarding intentions to disclose personal information.  This 
study is a step towards the explanation of the gap between 
privacy attitudes and behavior, which is crucial to preventing 
the tomorrows’ privacy problems. 
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