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Abstract--Managing of passwords in information systems is a
very important task, yet nothing seems to be learned from the
recent stories. The consequences of bad password management
practices have led to the loss of lives, as in the case of suicides
after the “Ashley Madison leak”. Password security is simply
not taken seriously, despite problems being known since 1979 at
least. Interestingly, the PICMET conference on-line system itself
implements a bad password management policy as all passwords
are stored and re-sent upon request by plaintext email. The
objective of this paper is to present the underlying mechanisms
that lead to bad password management policies. Memorability
and memory decay, complexity, simplicity and other factors are
presented and analyzed. A novel password management policy
“Psychopass” is proposed, where a password can be created,
memorized and recalled by thinking of an action sequence
(visual representation) instead of a string of characters. In the
experiment it was shown that users tend to better remember
passwords under the “Psychopass” policy compared to other
password management policies nowadays in effect. The results
confirm that “Psychopass” policy is an alternative to the existing
password management practices and can improve the resilience
to the attacks on information systems.

[. INTRODUCTION

Weak passwords have led to very serious breaches,
exposing millions of users and/or causing billions in
damages. The history of password-related problem pre-dates
the seminal paper written by Morris and Thompson in in
1979 [1] — it goes way back to mid-1960s and to the CTSS
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operating system exposing all the system passwords as a
daily welcome message [2].

Bad passwords and/or practices continue through today.
To substantiate this claim let us take a look at the
computerized peer review system of this very conference, the
PICMET. To upload a manuscript, a user must first create an
account by selecting a username and a password. If the
password is forgotten, the system is able to re-send it back to
the user (see Fig. 1). This is done in a plain-text e-mail,
meaning the plaintext password itself is stored in the
PICMET’s system, and once sent by e-mail also in all the
passing systems, in the end-user’s e-mail box and probably
also on the user’s hard drive. Such a password management
system is very vulnerable to attacks, either by attacking the
PICMET’s password storage system or by attacking any of
the weak points en route. Instead of storing plaintext
passwords, the system should have stored the salted hash
values of passwords in combination with on-line password
reset functionality. A breach of the current system could have
exposed all users’ account names (usually emails) and the
corresponding passwords.

Breaches can have very severe consequences, such as
millions in damages [3], or even losses of lives, as was the
case of the Ashley Madison leak in August 2015, where
several suicides are related to the leaks [4]. A comprehensive
list of breaches since 2005 can be found at [5].
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A typical survey [6] evaluating the generation and use of
passwords revealed that users have several password uses and
the average password has more than one application. Two
thirds of passwords are designed around one's personal
characteristics, with most of the remainder relating to
relatives, friends or lovers. Proper names and birthdays are
the primary information used in constructing passwords,
accounting for about half of all password constructions.
Almost all respondents reuse passwords, and about two thirds
of password uses are duplications. Passwords have been
forgotten by a third of respondents, and over half keep a
written record of them [6].

It seems that nothing has been learnt and changed in the
course of almost 35 years — users and their passwords remain
the weakest link [7-11]. The basic and the most relied-upon
security mechanism in information systems is the ability to
authenticate the identity of a user, although well-known
systems are proven to be defective [12]. The passwords used
to be [13-15] and still are the main methods of authentication
[16-18], although research continues on more sophisticated
methods of authentication, see e.g. [18-22].

A. Why are good passwords so hard to remember and why
does it matter?
A password is considered good and strong if a brute force,
a dictionary and guessing attacks cannot reveal it. A detailed
discussion on password strengths can be found in [23] and
[24].
The main problems with password management are:
o the users tend to choose weak passwords which are easy
to guess [25]
o the users tend to re-use one password for several different
purposes (accounts / web services) [6]
o the users forget passwords and, to prevent forgetting,
write them down in insecure places [26-28].

The problem with bad and/or weak passwords is that an
adversary can exploit a security weakness within a number of
systems where such a password is used or stored. For
example, if a user is using a bad password for accessing
privacy sensitive data and the same password is used for
insecure web log-in, an attacker can obtain access to private
data by breaking into an insecure web site.

Additionally, insecure web sites can sometimes reveal
data that enable an adversary to launch an off-line attack
instead of an off-line attack. For example, if a system locks
out the user after several unsuccessful attempts (typically: 3),
an adversary has almost no chance to succeed. But, if the
system reveals encrypted passwords, an adversary can launch
a massive off-line brute force attack on such passwords to
reveal them. Once revealed, the first attempt on the original
target is successful.

Thus a security administrator must address all of the
above issues in a password management policy. The first
issue can be addressed by enforcing a strict password
management policy that prevents users from selecting weak

and bad passwords. The last two issues must be addressed by
educating users.

In order to render brute force attacks infeasible, passwords
should be made up of 11 or more (randomly drawn)
characters [17].

But, 11 characters to remember requires more capacity
than is the capacity of a human memory, where the well-
known 7+2 principle applies [29]. Human memory in
addition is temporally limited (short-term) when it comes to
memorizing sequences [30]. For this reason good passwords
that are consisting of an abundant number of randomly
selected characters are doomed: the users will either forget
them [25] or write them down (insecurely), or both [26-28].

This leads us to the conclusion that good passwords are
long, but at the same time hard to remember. Thus,
conforming to one aspect of password management policy
(good and strong passwords) leads the user not to conform to
the aspect of memorability (do not write the password down).

The problem we are addressing in our research is how
strictness of password policies regarding the password length
is affecting memorability of passwords selected under such
policies.

B. Related work — password types

Typically, a user is authenticated based on one of the three
underlying principles (or combinations thereof): “what you
know”, “what you are” and “what you have” [31, 32]. What-
you-are (biometric) and What-you-have (tokens, smart
physical objects) are not a part of this study as the
authentication scheme is very different.

The passwords that are generated based on “what you
know” principle can be divided into textual passwords and
graphical passwords [33-35]. In our contribution we focus on
textual passwords as graphical ones require a different user
interface for entering passwords [34] and are thus not directly
comparable to our study. Interestingly, it was already shown
that some forms of graphical passwords can be attacked using
automated tools [36].

The strongest passwords by far are those randomly
selected, but they are at the same time the hardest to
remember and thus subject to unsafe practices [32]. There are
several “what-you-know” alternatives to a (nearly) random
long textual password.

First, a password can be based on personal data or
characteristics (e.g. birthdate, names, pets, addresses, etc.).
They are easy to be cracked [1, 37] and their use is strongly
discouraged [38]. Second, cognitive password authentication
schemes require user to answer a randomly selected set of
personal questions which only an authorized user can answer
correctly. They have a high recall rate, but are susceptible to
guesses by family and friends [21]. To prevent reuse, each
authenticating system would require a unique set of questions
[39]. Third, pass-sentences and pass-phrases are passwords
composed of long, grammatically correct phrases [40]. They
are memorable and software-cracking resistant, but their
length makes them useless for repeated use [39], especially
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on the mobile devices. Fourth, randomly generated but
pronounceable passwords made up of concatenated
pronounceable syllables are resistant to standard dictionary or
brute-force attacks [41], but the algorithm is vulnerable to a
special dictionary attack [42]. Fifth, mnemonic passwords are
those where a user chooses a memorable phrase and uses a
character — often the first letter — to represent each word in
the phrase, or vice versa, for a given (random) passphrase a
system generates a grammatically correct phrase that the user
can remember. They were endorsed in the past [15], but were
found vulnerable and will even be more vulnerable in the
future [21], although users tend to remember them more
easily [43]

Cipresso and colleagues have proposed a novel method
for generating textual passwords [44], and improved in [24].
“The idea of PsychoPass is that a password can be created,
memorized and recalled by just thinking of an action
sequence instead of a word or string of characters” [44]. The
user thus memorizes a password based on its visual
representation (action sequence) and additionally when to
press SHIFT or ALT-GR. A detailed discussion on the
strength of the psychopass passwords can be found in [23].

Orthogonal to the works on different textual password
generating techniques are contributions that deal with
password metrics, principally meters that show users how
strong their password might be [17, 45, 46]. It was shown
empirically [45] and mathematically [47] that Shannon
entropy value is not useful when determining the strength of a
password creation policy, and other policies need to be used.
Common advices on minimum password length and character
set requirements provide against online attacks [45]. Yet, by
observing these requirements, users tend to forget passwords
and/or write them down, usually in an insecure location [37].
Writing down a password is not a bad practice itself, as
pointed out by Bruce Schneier: “...if only users wrote [a
password] down on a small piece of paper, and keep it with
their other valuable small pieces of paper: in their wallet’
[48].

C. Related work — password management policies

A good summary of standardized password policies is
presented in [49]. The U.S. National Institute of Standards
and Technology published a Guide to enterprise password
management, publication 800-118 [50], which defines four
authentication assurance levels (AAL). For each level,
several password management policy elements must be
implemented. These elements address a) the required
password length, b) required type and number of used
character sets (e.g. lower/uppercase letters, numerals, special

characters), c) password composition restrictions, d)
password change frequency, e) technical password
management (related to storing and transmitting of

passwords), f) password management restrictions, and g)
password origin.

A strict password management policy requires:
a) password length: minimum 8 characters

b) type and number of used character sets: (type): at least
upper and lower case plus one numeral or a special
symbol; (number): at least three

¢) composition restrictions: no biographic elements, no
dictionary words

d) password change frequency: at least in 12 months

e) technical password management: no stored passwords
allowed (only salted hashes), no password transmission
over insecure networks

f) management restrictions: password reuse not allowed,
writing down of passwords not allowed, deriving
passwords from other passwords is not allowed

g) password origin: system-assigned

A very strict password management policy thus assigns a
minimum 8-character, mixed upper and lowercase plus
numeral plus special character, not in a dictionary password
[23]. The element on management restriction relies on a user
and is very hard to implement, despite abundant training [7].

D. The contribution and organization of the paper

The aim of our research is twofold: (1) to find out whether
users remember passwords under very strict password
management policies and (2) to present the findings on using
the improved PsychoPass method for creation of strong
passwords with respect to the memorability.

We test the following working hypotheses: (1) there is no
difference in recall for all types of passwords under very
strict password management policy, and (2) the PsychoPass
password is easier to remember than other types of password
after a certain period of time has passed. Both hypotheses
were tested under a condition that a user must comply with a
strict password creation policy, requiring the user to select
one of the (safe/good/strong) passwords proposed by the
system.

In Section 2, we present the experimental methods used in
our research, describe data collection and processing and
elaborate on hypotheses in detail. In Section 3, we present the
results of the analyses and in Section 4 we give a discussion
on the results and conclude the work.

II. METHODS

The traditional password creation methods and the
PsychoPass method was tested on a group of second year
computer science students (n=45) at University of Maribor,
Faculty of Electrical Engineering and Computer Science
(Slovenia, Europe) by using a specially developed web tool,
available on-line'. The experiment was designed so that each
student was assigned three passwords of different types: a
password with randomly selected characters (random

' http://studentwebserver.informatika.uni-mb.si/PassTest/?lang=en;  for

testing purposes a default username “demo” and password “demo” is
available

1924



2016 Proceedings of PICMET '16: Technology Management for Social Innovation

password), a password by using concatenations of words and
numbers (mnemonic password), and a PsychoPass password.

The emulated strict password management policy required
the user to select a password made of randomly selected 8
characters, a 14-letter randomly generated mnemonic
password (word-digits-word) and an 11-character randomly
generated Psychopass password. Different lengths accounted
for differences in password types; each such password is
comparable in strength to the other.

When a student has logged in to the experimental web
page, the system has displayed a randomly generated
password. If the student did not like the assigned password,
an alternative was offered. This way we emulated a strict
password policy which does not allow a user to select her
own and possibly a weak password. Once the password was
accepted, the user was re-typing the assigned password back
to the system for two minutes for the random and mnemonic,
and for five minutes for the psychopass password. The
allowed time for entering the repetitions was determined in
the testing phase of the web page by external evaluators. The
selected password was stored in a database with user’s
details. The time needed for typing the password was
measured and whether the re-types of the password were
correct or not.

The experiment was repeated in one week. This time it
was checked if a student had remembered any of the assigned
passwords. The students had a possibility to enter the
password correctly three times only (simulating a real-world
lockout). If she or he did not remember it, the system had it
displayed for the user’s reference.

A. Data collection and processing

The data from the experiment and its web page were
collected in a database. For each user a login username and
password were initially stored. Additionally, the time taken to
enter each password was measured for all the students. The
data whether the typing was successful or not (i.e. the
password was re-typed correctly) was collected as well. If the
password was incorrectly entered, the clock was not reset
until the next correctly entered password. From the collected
data we removed 5 users’ entries because they did not
complete all three tests or they did not enter some of the
passwords correctly at least once. The final dataset contains
data from 40 users.

B. Hypotheses
We hypothesize that there is no relationship between the
password type and the recall (remembrance) rate, and we
expect that users forget passwords under very strict password
management policies. Thus:
* Hypothesis 1: Hy: the remembrance rate is zero for all
password types.
Alternatively, if the rate is not zero, the remembrance rate
is independent of password type (H;).
* Hypothesis 2: HO-2: there is no association between the
password type and the recall rate.

C. Statistical analysis

The data sets containing measurements of time needed to
enter a password for the first time and for the last time in the
given time frame for three different groups of measurements
(group 1: random, group 2: mnemonic, group 3: psychopass)
were analyzed using relevant tests. We considered differences
to be significant at the o < 0.05 level. SPSS version 21 (IBM
Corporation, Armonk, NY, USA) was used for analysis.

III. RESULTS

The second (and the main) part of the experiment was
implemented after one week from the first part. Here, the
students were asked by the system to enter each of the three
passwords that were assigned to them by a system a week
ago. The results show that no one had remembered the
random or mnemonic-based password (see Table 3), but
surprisingly, 10 % of the students were able to remember
their assigned psychopass password after one week. Thus,
hypothesis Hy_; needs to be rejected.

The system log revealed that all of the users that
remembered the password were successful only on the third
try. Thus, we can conclude that users had it not written down;
otherwise they would be right in the first try.

TABLE 3: THE RESULTS OF THE SECOND PART OF THE
EXPERIMENT - REMEMBRANCE

Random Mnemonic Psychopass
Did not remember 40 40 36
Did remember 0 0 4
Total 40 40 40
We have checked whether the better results in

remembering the psychopass passwords are due to the chance
alone or is there a systematic reason behind the ease of recall.
The chi-square (x%) test for independence, also called
Pearson's chi-square test or the chi-square test of association,
would normally be used to discover if there is a relationship
between the password type and recall. However, since there
are empty cells, Fisher Exact test is used.

TABLE 4: THE RESULTS OF THE CHI-SQUARE AND FISHER

EXACT TEST
Value df Asymp. Sig. | Exact. Sig.
(2-sided) (2-sided)
Pearson Chi-Square 8.276 2 0.016
Fisher Exact Test 10940 | 2 0.011 0.033
N of Valid Cases 120

We can see from Table 4 that Fisher Exact test yields P
value of P=0.033. Thus, the second null hypothesis Hy, that
the variables are independent can be rejected. In other words,
there is a statistically significant association (at o < 0.05
level) between password type and recall; that is, different
types of passwords are not equally likely to be remembered
and hence psychopass passwords are easier to remember
(there is a significance association between password type
and the remembrance rate). The observed frequency of
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remembered psychopass passwords is 2.9 standard errors
higher than would be expected if there were no association
between password type and remembrance. The level of
association is moderately strong.

IV. DISCUSSION AND CONCLUSION

As expected, none of the persons taking part in the
experiment remembered their randomly-generated password,;
neither did anyone remember the assigned mnemonic-based
password. However, 10 % of persons did remember their
PsychoPass password. There is a statistically significant
association (P=0.016) between password type and recall, i.e.
is the psychopass passwords are easier to remember; the level
of association is moderately strong. The remembrance rate is
non-zero only for Psychopass password. However, the rate
itself is very low, meaning the strict password management
policies are placing a very high burden on users’ cognitive
load.

Passwords are Achilles’ heel of modern computing as
they are mostly at users’ responsibility. The computer
community has not made a very much needed shift in
password management for more than 35 years. It seems
nothing has changed since Robert Morris and Ken Thompson
wrote the seminal paper on (UNIX) password security in
1979: the passwords are still the main method of
authentication [13-18] and the users and their passwords
remain the weakest link [7-11].

It was observed that most common password creation
policies remain vulnerable to on-line attacks and that external
password creation policies need to be enforced [49], mainly
due to a subset of users selecting passwords that comply with
the password policy. For example, a password policy may
require the use of mixed upper and lower case letters, at least
one symbol and one digit, but the »PassWord!l« is
nevertheless a weak one.

In our contribution we presented results of a study how
users remember different types of passwords under a very
strict password management policy. As expected, under very
strict rules users forget the assigned passwords. Surprisingly,
passwords created under PsychoPass method, proposed by
Cipresso et al [53] and improved in [25], are more easily
remembered by users. The remembrance is not due to chance;
the method is systematically better.

The results of this study have shown that under strict
password management policies the remembrance rate is
extremely low for all types of passwords. This is relevant to
applications where strict password management policies are
enforced. In such settings, a password complying to a strict
security policy is highly resilient and prevents several types
of attacks, such as brute-force attacks (on- and off-line),
dictionary attacks and probable password attacks (e.g.
Markov-model based). The benefit of a strong password is
offset by a low remembrance rate, which in turn increases
vulnerabilities in user management restrictions, such as no-
write-down policy and no-reuse policy. These restrictions are

imposed on a user and hence the organization has no or little
control over it, as the complying is completely at a user’s
responsibility, thus generating the weakest link in a security
chain [10].

Overall, the passwords as such will have to be replaced by
other authentication mechanisms in the long term.
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