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Abstract--When making decision that can have far-
researching effects, such as governmental policies or decisions
on new technologies, decision-makers use their understanding of
the risks that are associated with their choices to guide their
decisions. Measuring how people perceive risks can be helpful
for understanding and possibly improving the decision-making
process. Building on a review of existing methods for
investigating risk perceptions, this paper suggests Fuzzy
Cognitive Maps (FCM) as a method for investigating differences
in risk perception among stakeholders and stakeholder groups.
The approach is illustrated with an example of wildfire risk
perceptions. Results suggest that FCM can contribute to risk
perception studies and provide means to improve
communications between different stakeholder groups and their
involvement in the decision-making process.

[. INTRODUCTION

New technologies are not only perceived as a source of
new opportunities but also raising concerns about risks. A
case in point is the so-called Internet of Things (IoT), a global
Internet-based technical architecture [1]which is driven by
big data and cloud computing technologies and leads to the
deployment of billions of interconnected devices. IoT
technology raise concerns about the security and privacy of
users and other stakeholders. Matters of concern are the
architecture’s resilience to attacks (or lack thereof),
challenges around data authentication, access control and
client privacy [1], [2] and technical risks such as sensor
failure, insufficient computational capabilities, the possibility
of network service failure [3], and database management
problems [4]. The discussion of the resulting risks —
vulnerability of safety critical infrastructure to terrorist
attacks, fear of government surveillance, behavioral profiling
of individuals with criminal intent, loss of private data an
fraud, etc. — highlights the need for new policies, decision
guidelines, and strategic planning for the further development
of [oT technologies. This will require the study of technology
risks, as they are perceived by technical experts, lay public
and policy makers. Past adoption patterns for new technology
have shown the importance of understanding how the public
and policy makers assess risks: In banking, customers’ risk
perception have had a negative impact on the adoption of
mobile banking platforms [S5]. Similarly, the study of online
shopping as an emerging technology shows that consumers
perception of the risks associated with online shopping, at
least initially, have had a significantly negative influence on
consumers” willingness shop online [6].

The study of risk perception dates back to the 1960s and
was inspired by the observation that experts and lay people
often differ in how they assess a hazard or man-made
technical risks [7]: risks that technical experts consider to be

low because they are unlikely to occur may still seem
unacceptable to the public, based on “the meaning and value
that is given to the outcome and consequences that depend
on political, aesthetic and moral viewpoints” [8, pp27].
Thus, cognitive processes that determine perception and
evaluation of risks are central aspects of ‘modern’ risk
research [7]. Research in this field suggests that the
understanding of risk perception is highly related to effective
policy making [8]-[11]: Learning about what people are
worried about and what can bring possible harms, is helpful
for government policy makers to pursue new policies and
protect the public from perceived risks [11].

More recent studies, after 2000, increasingly apply risk
perception concepts outside government policy making,
including offshore oil and gas operations [12], emerging
technologies [13], [14],cloud computing [19],
entrepreneurship [15], and construction project management
[16]. These studies show that understanding how risks are
perceived by different groups and from multiple perspectives
can help technology management: If perceived risks are
mainly determined by the technology itself, technology
managers can take action, through research and development,
to improve technologies in ways that reduce perceived risk. If
perceived risks are high due to a misunderstanding of
technologies, improved risk communications can improve
public support and technology adoption, while also
influencing policy makers to provide regulatory frameworks
that are adequate for the actual risks. However, to date, risk
perception studies are still mainly done by sociologists,
decision researchers, and psychologists and only slowly
increasing in the field of technology management. As a
result, industry practitioners lack robust and practical
approaches for the study of risk perception.

This paper gives a review on existed risk perception
researches, related methodologies and their major findings.
According to the existed risk research, there are gaps on how
to include all parts of stakeholder groups into the risk
perception study process, and how to leverage stakeholders’
risk perceptions better for decision-making needs. Fuzzy
Cognitive Maps (FCM) could provide a directly way to look
into the cognitive patterns of stakeholder groups’ risk
perception and predict possible decision-making scenarios.
Also, a case study of applying FCM into wildfire risk
perception study will be provided for showing the approach
of FCM.

II. LITERATURE REVIEW ON RISK PERCEPTION
A. The development of Risk Perception Studies

Studies of risk perception examine the opinions people
express when they are asked to characterize and evaluate
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hazardous activities and technologies [8]. The topic rose to
the attention of sociologists and decision researchers in the
1980s, when the strong public debate on nuclear power and
nuclear weapons highlighted increased concerns about natural
hazards and technological disasters. At the time, researchers
were mainly focused at understanding, through psychometric
surveys [17], [18], how people score the severity of different
risks. This approach seemed well suited for identifying
similarities and differences among groups with regard to risk
perceptions and attitudes. [17] The research showed that the
major risks of concern to the public were nuclear power,
radiation, and chemical hazards [17], with nuclear power
plants ranking highest. Research results impacted policies on
governing nuclear power.

After understanding what general risks were assessed to
be of higher or lower importance, the researchers became
interested in analyzing what factors affect people’s risk
perception, risk assessment, and risk behaviors. Addressing
these questions, Slovic and Sjoberg [19] built a framework
for analyzing survey data that used a combination of
techniques, including factor analysis [17] cluster analysis
[19],and affect analysis [10]. In this period of study, nuclear
power is still a hot topic as a case to test the research
findings. Later studies also focused on air pollution [20], E-
government services [21], food industry [22], and gene
technology [23]. Across these research, several factors were
identified to impact risk perception, namely regional
characteristics, gender, and age [24], social trust, and
knowledge. Among those factors related to trust [17], [20]—
[22], [24] have been identified to be the most important. In
these studies, participants were typically classified as lay

public, technological experts and policy makers [8], [17] and

differences in the risk perception between the lay public and

experts have been detected and studied deeply.

More recent studies, after 2000, follow the same tradition
but also investigate risk perception outside government
policy making, including offshore oil and gas operations [12],
emerging technologies [13], [14],cloud computing [19],
entrepreneurship [15], and construction project management
[16]. The work generally explores the following themes:

e Foundations of Risk Perception, covering the fundamental
process that leads people to perceive something to be
risky [8].

e Perception of Natural Hazards, including flood, air
pollution, and climate change.

o Technological Risks, especially for emerging technologies
at the time, including nuclear energy, gene technology,
cloud computing, etc.

e Risk Behavior, including worker and construction safety,
entrepreneurship, and gambling

The studies above continue to be grounded in basic
cognitive psychology [17] and theories on group behavior [7]
and, accordingly, are often undertaken by psychologists and
sociologists, using methods commonly used in these fields.
However, increasingly studies also occur in technology
management. The focus of the studies are mainly individuals
and groups, as well as trust in government institutions [22].
Accordingly, data collection occurs from individuals, groups,
and on the national level. Table 1 summarizes the research
themes.

TABLE 1: THEMES, DATA COLLECTION LEVEL, AND RESEARCHERS IN RISK PERCEPTION STUDIES

Type of Risk Data Collection Level Type of Researcher
Individual Group National Sociologist Psychologist Technology Management
Foundations of Risk Perception [8], [10], [11],
[17]-[19], [24]-129], [30] X X X X X
Air Pollution [20], [31] X X X X
Natural Hazards Climate Change [31],[32] | x X X X
Flood [32], [33] X X X X X
General Technological
Risks/Emerging
Technologies [9], [10], X X X X X
[13], [18], [19], [34]-[37]
Technological Nuclear Power [18], [19], x X x X
Risks [38]
Cloud Computing [14] X X
E-commerce/E-
government [21], [34] X X
Gene Technology [23] X X
Policy/Political Studies
[38]. [39]. [41] * ¥ *
Entrepreneurship [15] X X
Construction [16] X X X
. . Gambling [40][41] X X X
Risk Behavior Safety [12] " " "
Industrial Subjects [12],
[22], [42], [43] X X X X
Social Science Research
[44], [45] X X X
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B. Major Findings from the existing Risk Perception Studies
Over 50 years of risk perception studies, as outlined in
Table 1 above, have resulted in a number of findings that are
summarized in the framework in Figure 1. The framework
shows the three roles commonly assigned to research subjects
in risk perception studies: the lay public, which is typically
researched to identified how they perceive risk, the
technology/risk experts who are asked to provide information
on the level of ‘real’, objective risks, based on scientific
assessments, and policy makers who take in information on
perceived and objective risks for the purpose of making
technology decisions and decisions on policies that govern
technologies. Building a foundation of work in social studies,
risk perception research operates at the intersection of these
three groups by researching their differences in risk
assessments, communicating findings, and, increasingly,
developing methods for bringing the groups together.

The framework in Fig. 1 further highlights some of the
major findings in risk perception research.

Risk perception studies are grounded in social studies.
One of the most important goal of doing risk perception
studies is serving the decision-making process for policy
makers [17], [18]. By studying into people’s risk perceptions,
risk behaviors, and the social factors that would affect the
perceived risks, the researchers provided valuable
information to policy makers to create policies, improve risk
communication, and lead to a better decision-making. The
society is the general environment where people are
perceiving risks, which make the connections between risk
perception studies and social studies becoming stronger.
New policies from policy makers make this connection
stronger, which reflects the study results to the public through
the way. But from the literature review, the policy maker
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Fig. 1: Structure of major findings and process of risk perception studies.
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groups are rarely participating as one of the stakeholder
groups for risk perception studies, which means the
researchers may not really know how the policy makers are
perceiving, technology risks and social risks. On the other
hand, do policy makers really accept the results of risk
perception studies, or how much agreement level do they
have for the analysis results from lay public and the experts?
A further step may need to make for closing the ring of social
studies.

The risk perception from lay public and technological
experts are different. The differences between perceived risks
from lay public and technological experts triggered the risk
perception study [51]. How the risk perception is different
from stakeholder groups, and how is their ways of risk
perception are different? Many research suggested that, the
technological experts are perceiving the objective risks by
probabilities of the hazardous events happening; while the lay
public are perceiving the perceived risks as does it exists or
not [14], [48]. In another word, the technological experts
will perceive the risks by the frequency of potential hazards
and level of potential risk consequences of the harmful
things may happening, based on their professional
knowledge and monitoring for the technology; the lay public
are perceive the risks by consequences and risk
appearances from the historical events, and would be
affected by many other factors, which also makes the
inconsistency on their risk perceptions [29]. These difference
between the lay public and technological experts are not
only hypothesizes that were tested through the studies, but
also bring more attention on how to improve the risk
communications between them. Nowadays, technologies are
driving the development of modern society, innovative
thinking is more and more encouraged for the technology and
social management development, even from consumers’ end.
Researchers today are highly encouraging participations from
all stakeholder groups for risk perceptions [14], which bring
the attentions on the lay publics’ risk perceptions again to the
area. It is showing the trend that the researchers would need
to build up a bridge to connect lay public and technological
experts for a certain risk perception study so that the
communication could be improved, and better solutions and
innovations would be able to come out from the research.

Trust is the most important factor that cause the different
risk perceptions, especially for the lay public. During the
development of risk perception studies, affective factors that
may have effects on perceptions of risks is an important area
[5]. There are many factors that had been detected, especially
for the lay public, which including: gender [18], [28], [36],
race [28], cultural differences [21], [37], personality and
emotions [18], [24], economics [18], knowledge [8], [14],
[18], [48] and trust [8], [13], [21], [22], [24], [25], [34], etc.
To the lay public, trust would become the most important
factor of their risk perception, which also including the trust
on their own perceptions, the trust on the media and society,
the trust on policy makers and the trust on technological
experts. The more they could trust, the less risk they will

perceive. How to build the trust between lay public and
technological experts, or lay public and policy maker,
would need extra efforts. Some research were claiming that
the reason why people perceive some technologies, especially
for emerging technologies as very risky ones, is because they
were taught that the technologies are dangerous [26]. That
also raises another problem that how to make the public to
trust the technology? Perhaps the mission for technological
experts at this moment would not only be developing great
technologies, but also convincing lay public to accept the
technology, or even be enlightened from the perceived risks
of the lay public. Also from a technology development
perspective, the changes on the major technologies are not
easily to be accepted by lay public at the very beginning,
because the changes would cause extra switching costs. This
switching costs would not only on the economics, but also on
the psychological cognitions, feelings and behaviors, which
may also lead to a different risk perception from the lay
public. That’s why new technologies need to work on
“crossing the chasm” [49]. After crossing the chasm, a better
way to maintain the trust from lay publics would probably
try to make the technology better and better to meet their
needs.

Knowledge impacts on risk perceptions. It is generally
accepted that a person’s knowledge about a topic impacts his
or her risk perception and, in fact, delineates the lay public
from technology experts. However, knowledge impacts
depend on the type of knowledge and the context: For both
of the lay public and technological experts, the common
sense will not really affect the risk perception [48], since this
is a similar foundation of knowledge for most of the people.
Beyond that, lay public and technological experts would
have different risk behaviors when they are facing the risk.
To avoid risk or reduce risk, is based on how people are
evaluating the risks. The same theory would also be
applicable for risk perception researchers. Other than
common sense, the more professional knowledge, the less
risk would be perceived to an individual [14], [48]. That’s
also why technological experts are always having a lower
risk perception than lay public on technologies. For risk
perception researchers, when talking about the risk
communication, even for lay public, a proper way which
could help them to know more about the professional
knowledge and principles of the technology, would also be
helpful for reducing the risk perception [29]. Also, another
way to inform the lay public on the technology is through the
related policies, which could also potentially give the public a
better understanding. For the risk perception researchers,
would they really need the professional knowledge in order to
do the risk perception study for a certain field, or industry, or
technology? From Table 1, there is a sign, which was also
suggested from the previous research, that risk perception
researcher is not necessary to be in the professional field, or
having any professional knowledge on the area [48]. The
research frame work for risk perception studies would also be
potential developed into a practical tool for technological
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management purposes: ecither protecting lay public from
harmful things, or promote new opportunities and other
potential risks to lay public. Both of the roles — protector and
promotor [43], are also the role for the researchers to set the
studies.

C. Methodologies on Studying Risk Perception

Methodologically, research on risk perception rests on
pioneering research in cognitive and social psychology [39].
Table 2 provides an overview over commonly used methods:
psychometric approaches and surveys use close-ended
formats [5] and frequently analyze data with factor analysis,
cluster analysis, correlation, scaling, risk rating, and
regression. These methods are suitable for ranking of the
importance of various risks as they are perceived by the
public and correlation between risk rankings and other
factors. Other methods are more inductive in nature and
capture the concerns and risks as they becoming apparent
through interaction with study participants in interviews,
public hearings, posted comments on risk assessments, and
workshops. The choice of method naturally depends on the
objectives of the research: some methods are better suited for
researching individuals while others are set up to capture data
from groups. Also, some methods provide results in a way
that is conducive to simulation and/or prediction. Other
selection criteria are the time it takes to set-up the study and
to analyze the data.

The commonly used methodologies are used to identify
phenomena in risk perception and to test hypothesis that
come out of this research. Most of the hypothesis testing is

related to questions such “Does Factor X affect person’s risk
perception?” A few research provided some hypothesis like
how the correlation between certain factors and different risk
perceptions and how they will change when the factor is
changing, and provide some strategic suggestions build up on
the outcomes [14]. On the contrary, this also showing that
different methodologies are focusing on different part of the
risk perceptions from people. For their own focusing areas,
they could serve the research goal and give the researchers
useful outcomes. Certain kinds of methodologies, such as the
public participation model [10], behavior analysis [9], or
cognitive bias identification [15], the usage of them is to
investigate the social psychological cognitions at certain
period of time, instead of making a dynamic changing model.
Also not all of the methodologies are focusing on serving the
decision-making purposes.

There are also some common disadvantages of the
methodologies mentioned from the studies, especially for the
survey-based methods, which are widely used in the field of
risk perception studies. The major drawbacks of survey-based
methods that were talked about are: the representativeness of
the samples, the limitation on the cognitive responses because
of the questionnaire setups, the long time period of data
collection, the emotional effects from the despondences may
decrease the objectiveness of their answers, the one-way
communication, and the inflexibilities of changing the
process or questions around during the research. Other than
these, from an overall evaluating, the existed methodologies
for risk perception studies would mostly need a long time

TABLE 2: EVALUATION ON RISK PERCEPTION STUDY METHODOLOGIES

Usage Data Collection Setup Data‘ Analyzing Simulation/ | Planning/P | Flexibility
Methodology Researc : Collection Turn-over . ..
Level Time . . Testing rediction of Process

h Area Time Time
Psychometric Paradigm .. .

Psy* Individual/Grou Medium Lon, Lon, No Yes Yes
[8]. [14], [27], [30]. [39] | *¥ P £ £
Survey/Questionnaire Socio*,
[14], [19], [20], [31], Psy, Individual Short Long Long Depends Depends No
[46] Buz*

Socio,
Interview [22], [32] Psy, Individual/Group Medium Long Long No No Yes

Buz
Literature Review [26],
[42], [45], [47] All All Long Long Short No No No
Case Study [8], [11] All All Long Long Medium Yes Depends No
[820 Oc]lo-Cultural Theory Socio Group Long Long Medium No No No
Mental Model [27] Psy Individual/Group Long Long Medium Yes Depends Depends
Structured Weighting Socio
Model (Benefits vs. Ps ’ Individual Short Medium Short No No No
Risks) [43], [46] Y
Public Participation . . .
Model [10] Socio Group Medium Long Medium No No No
Technology Acceptance % . . .
Model [34] Tech Group Medium Medium Medium Yes No No
Behavior Analysis [9] IS)cs)}(/:lo, Individual Medium Long Long Depends No No
Cognitive Bias .. . .
Identification [15] Psy Individual/Group Medium Medium Long No No No

*Keys: Psy = Psychology; Socio = Sociology, Buz = Business, Tech = Technology
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period of preparing, data collection, and analysis, which may
not effective enough to serve today’s needs. Furthermore,
some new functions are also in need on the methodology
development, such as being able to do scenario simulations,
predictions, and dynamically flexible.

To be conclude from the literature review, studying risk
perceptions from multiple stakeholder groups is important for
technology management. Understanding the different risk
perceptions is helpful for improving the strategical decision-
making process for technology managers; and also would be
benefit for policy makers on developing more effective
policies. There are different perspective and receptions from
different stakeholder groups, but current research methods are
still having limitations on building up a risk communication
including all the stakeholder groups into the conversation. A
need of a better practical tool for risk perception studies is a
gap from the previous studies.

III. FUZZY COGNITIVE MAPS (FCM) AND RISK
PERCEPTION

A. Requirements for novel approaches to capturing
stakeholder risk perception for technology management

The literature review above identifies the major affective
factors in risk perception for different stakeholder groups,
including: risk  appearance, consequences, gender,
personality, emotions, economics, political issues, cultural
factors, knowledge, trust, frequency of potential hazards, and
level of potential risk consequences. All of these factors
would affect different stakeholder groups’ risk perception,
but for each stakeholder group, they may not know the major

perceived risks and important factors from another group. In
the recent years, technological experts and social managers
would like to know more and more from lay publics on how
they are perceiving the technological risks. On the other
hand, if lay public could understanding more on how the
technological experts and policy makers are considering
about the technological risks, can help lay public with
understanding the technology better. The technological
experts could provide their point of view on the technology
based on their professional knowledge. The policy makers
could give lay public more confidence and trust from the
policy-making perspective, which would also help lay public
on building trust to technological experts. Meanwhile, policy
makers will know clearly on what policy should they making
for lay public’s general interests. From a management
perspective, the circle of management should be closed by
connecting all the possible stakeholder groups into the ring.
To get information from multiple perspectives is also the
development trend of management field. Combining opinions
from both insiders and outsiders could give technology
managers clear ideas on where to lead the development
strategy. In order to achieve the connections with all the
stakeholder groups that involves into the risk perception
studies, a better practical tool need to be developed for
getting all the parties into the risk communication. Fuzzy
Cognitive Maps (FCM) could provide the function to
capturing all stakeholder groups’ risk perceptions equally,
directly and dynamically. By comparing the different maps
from different stakeholder groups, a better way of risk
communication could also be built.

TABLE 3: EVALUATION ON RISK PERCEPTION RESEARCH METHODOLOGIES WITH FUZZY COGNITIVE MAPS

Usage Data . . . . s
Methodology Research Data Collection Level Sgtup Collection Analyzmg Turn- S1mule}t1on/T Plan.n 1pg/Pr Flexibility of
Time . over Time esting ediction Process
Area Time

Psychometric Paradigm .. .

Psy* Individual/Grou Medium Lon, Lon, No Yes Yes
[8]. [14], [27]. [39] Y P £ £
Survey/Questionnaire Socio*, ..
[11, 13, 19, 27, 28, 50] Psy, Buz* Individual Short Long Long Depends Depends No

. Socio, Psy .. .
Interview [22], [32] Buz Individual/Group Medium Long Long No No Yes
Literature Review [26],
[42], [45], [47] All All Long Long Short No No No
Case Study [8], [11] All All Long Long Medium Yes Depends No
[S;(;:]lo—Cultural Theory Socio Group Long Long Medium No No No
Mental Model [27] Psy Individual/Group Long Long Medium Yes Depends Depends
Structured Weighting
Model (Benefits vs. Socio Psy | Individual Short Medium Short No No No
Risks) [43], [46]
Public Participation . . .
Model [10] Socio Group Medium Long Medium No No No
Technology Acceptation « . . .
Model [34] Tech Group Medium Medium Medium Yes No No
Behavior Analysis [9] Socio, Psy | Individual Medium Long Long Depends No No
Cognitive Bias .. . .
Identification [15] Psy Individual/Group Medium Medium Long No No No
e Socio,

Fuzzy Cognitive Maps Psy, Buz Individual/Group Medium Short Medium Yes Yes Yes
(FCM) Tech

*Keys: Psy = Psychology; Socio = Sociology, Buz = Business, Tech = Technology
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New researchers in the field are suggesting to look for
new tools other than survey-based methodologies, which
could possibly fill the gap of the disadvantages for existing
methodologies, and also could be easily adopted, quickly
identify the risk perceptions, and could simulating some
decision-making scenarios. They would like to find a tool that
could serve the strategic planning and decision-making
purposes better than before [14]. For this kind of purpose,
Fuzzy Cognitive Maps (FCM) could possibly be a method for
investigating  differences in risk perception among
stakeholders and stakeholder groups. Building up on the
previous table (Table 2), Fuzzy Cognitive Maps could be a
way to functional and theoretically serve the new needs for
risk perception studies (as in the following Table 3).

From Table 3, Fuzzy Cognitive Maps (FCM) has a widely
usage on data collection level, which could be used both for
individual and groups. The data collection time is relatively
short for the study, which may as short as a workshop with
stakeholders. Fuzzy Cognitive Maps could also provide
simulations predictions and flexibilities on analyzing process,
which could serve the new needs of risk research.

B. A Brief Introduction on Fuzzy Cognitive Maps (FCM)

As it is talked above, knowledge and trust are two
important factors that would affect person’s risk perception.
For this reason, risk perception studies could also be benefit
from models based on people’s knowledge, and their feelings
of component connections and even trust feelings. Fuzzy
cognitive maps, which is basis on cognitive mapping provide
a means to do this. Ozesmi et al. [50] developed a multi-step
fuzzy cognitive mapping approach for analyzing how people
perceive an ecosystem, and for comparing and contrasting the
perceptions of different people or groups of stakeholders. The
multi-step approach is a synthesis of relevant useful
techniques form may disparate disciplines on cognitive
mapping [50].

“A cognitive map can be described as a qualitative
model of how a given system operates. The map is
based on defined variables and the causal relationships
between these variables. These variables can be
physical quantities that can be measured such as
amount of precipitation or percent vegetation cover, or
complex aggregate and abstract ideas, such as political
forces or aesthetics. The person making the cognitive
map decides what the important variables are which
affect a system and then draws causal relationships
among these variables indicating the relative strength
of the relationships with a number between -1 and 1.
The directions of the causal relationships are indicated
with arrowheads. Cognitive maps are especially
applicable and useful tools for modeling complex
relationships among variables. With cognitive mapping
the decision-makers; maps can be examined, compared
as to their similarities and differences, and discussed.
In addition the effects of different policy options can be
easily modeled.” — Ozesmi, 2004 [50]

From descriptions on what is a fuzzy cognitive map, it
could directly map out person’s cognitions on a certain
subject. The maps could be different, and could be examined,
compared, or combined. Different perceptions could be
modeled easily, together with different policy options. All of
these characters and natures of FCM could serve the purpose
of risk perception analysis, and provide valuable decision-
making evidence to the related stakeholders. By building up
the maps and study them, the risk communication could also
be potentially improved among different stakeholders.

The regular approach of FCM would including following
steps: drawing the cognitive maps; coding the cognitive maps
into adjacency matrixes; analyzing the structure; similarities
and differences of stakeholders or stakeholder groups;
analyzing the outcomes of cognitive maps using neural
network computation; and simulating different options or
scenarios [50]. Basis on the approaches, the risk perception
studies could also be designed into this way. In the following
is a case study on wildfire risk perception, using FCM as a
major research tool, to investigate the risk perceptions on
wildfire from 14 college students, which could be considered
as the group of lay public group as fit into this research.

Considering to adopt FCM as a tool capture risk
perceptions from different stakeholder groups in the content
of technology management, the approach would be as the
following:

e Preparing initial components, which could come from the
existing research in the field, identify the important
components from literature review or from field experts.
These initial components could become the start point of
the map building.

o Building up the visual map from stakeholders/stakeholder
groups. The way to build up the visual map of Fuzzy
Cognitive Maps, which would also be shown in the
following session of paper, is to let the stakeholders make
connections between different components, and put the
possible impact from one component to another, make all
the dots into a network map. Stakeholders could also
come up with their own components that they are thinking
that would be relevant to the topic, or from their own
perceptions.

o Creating Adjacency Matrix. The adjacency matrix shows
the impact weights that on every connection between each
two of the components in the visual map. With adjacency
matrix, simulations and predictions could be tested
through squashing functions.

o Structural Analysis on the visual map. This analysis
would majorly look into the connection structure of the
network of the map. In that way, different kinds of
components could be able to identified, which may deliver
different efforts with the scenario testing. The major kinds
would include: central concepts, driver concepts, and
original concepts.

e Scenario testing. According to the structure of the map,
there would be several factors that would connected to the
potential decision-making process. From the management
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perspective, pick up relevant factors and set their
beginning points at either increasing the weight, decrease
the weight, keep it stable, or inactive. Then through the
calculations of squashing functions, the scenario testing
could be run based on the pre-setups on components.

which could be helpful for the policy makers to make
judgements about risk management policies for wildfire. Here
in the following figure (Figure 2) is showing the whole
research approach of the research, which also enlightened the
role of FCM playing in the whole project.

o Analyzing on conclusions and management suggestions.

Who are the people? What are they thinking?

By looking into the different scenarios, relevant i
management suggestions could be made, by taking actions Stayahiodes e i it
. . . - Social Risk and Benefits
on certain factors from the assumption for scenarios. Wildfire —
Experts Property Losses FCM  about risk

C. lllustration: Studying Risk Perceptions with FCM — the People Injury or Death :SETE:?;M
example of wildfire Risks Laypeople Environmental Affects Wildfire

This case study was using the data collected from Stigma
engineering students. Since they are technology experts in Policy
their engineering field, engineering and technology risk Maker Region, Age and Gender
perceptions may not be able to show the different cognitive I Fears
patterns of experts and lay people. Using wildfire risks as an |

Feedback

example to them, would then make them becoming “lay Figure 2: Wildfire Risk Perception research project design

public” in the field, and give the impression of how FCM
works for generating risk perceptions from different
stakeholder groups. And then the process could be also
adopted into technology management field.

From a literature review on wildfire risk management, the
experts were also looking for some kinds of methods or tools
that could be helpful for the risk assessment of wild fire and
improve the managerial decision-makings. More data-based
methods had also been adopted into the area, such as using
probabilistic modeling on analyzing different risks for
wildfire risk assessment [51] using data in certain area to test
the synthetic scenario results in a “decision space” of wildfire
[52] or leveraging the appropriate decision support tools
which can facilitate wildfire risk assessment and improve
decision-making [53], etc. This case study presented is
belonging to a whole set of research project on wildfire risks,

From the figure above, all of the three major stakeholder
groups will be involved into the research as the research
subjects and provide their risk perceptions on wildfire risks.
Fuzzy Cognitive Maps could be helpful on capturing their
different cognition models for the analysis, and come up with
management suggestions. The case study could be insert into
one part of detecting the perceived risks from lay people.

Step 1: Preparing the start components

This is the first step to begin the map building for
students. After a literature review and some initial talks with
wildfire experts, start components for students to start with
had been listed as showing below':

C9:Commercial
timber harvest

C1:Amount of Fuel
in the Forest
C5:Ability to
control/contain a
fire
C2:Air
Quality/Pollution Cl0:Invasive plant
species

C6:Number of Fires
€7:Economic
Impacts
C8:Beauty of the
landscape

C3:Recreational
Forest Use
C1l:Diversity of the
ecosystem

C13: Risk of
destructive fires

C4:Ignition (e.g.
lighting storms)

b

C12:Habitat of small
animals

C15:Weather Rain -
C14: Cost of clean pErcipita[ttnn/drnug

water supply

oW

Figure 3: Start Components for building the FCM for wildfire risks

! The online FCM tool showing in the paper is from www.mentalmodeler.com .
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TABLE 4: EMPTY ADJACENCY MATRIX FOR STUDENTS

C1:Amount of
Fuelin the
Forest

Céilgnition  C:Ability to
C2:Air

Quality/Pollution

C3:Recreational

Forest Use storms) a fire of Fires

C1:Amount of Fuel in
the Forest

C2:Air
Quality/Pollution

C3:Recreational
Forest Use

Cd:ignition (e.g.
lighting storms)

C5:Ability to
control/contain a fire

€6:Number of Fires v - - - -

CT:Economic Impacts - - S % “ %

C&:Beauty of the
landscape

C%:Commercial
timber harvest

Cll:invasive plant
species

Ci1:Diversity of the
ecosystem

C12:Habitat of small
animals

C13: Risk of
destructive fires

C14: Cost of clean
water supply

C15:Weather Rain -
percipitaiton/drought

And also an empty adjacency matrix was also ready for
students to fill in the number between -1 to 1 as showing in
the table (Table 4).

From the figure above, there are 15 components which are
ready for students to make connections on with them. The
research objective is “C13: Risk of Destructive Fires”, the
regular beginning components are: “Cl: Amount of Fuel in
the Forest”, “C2: Air Quality/Pollution”, “C3: Recreational
Forest Use”, “C4: Ignition (e.g. lighting storms)”, “CS5:
Ability to control/contain a fire”, “C6: Number of fires”, “C7:
Economic Impacts”, “C8: Beauty of the Landscape”, “C9:
Commercial Timber Harvest”, “C10: Invasive Plant Species”,
“Cl11: Diversity of the Ecosystem” and “C12: Habitat of
Small Animals”. There are also two add-on components that
the students could connect them into the model or not, which
are “Cl4: Cost of Clean Water Supply”, and “C15: Weather
Rain — Precipitation/drought”. Also if the students could
come up with more other factors that they feel like should be
put into the model, they could also add in other relevant
factors. The purpose of doing this case study is aiming to get
the opinions on how the students’ perception on which
factors would affect the risk of destructive fires. They would
give the connections between components, and the degree of
causal connections among the components. The adjacency
matrix will reflect their connections and numbers of the
degrees of the map once they finished the connections. In
order to simplify the process for students and not affect the
final map, the students would only need to choose -1, 0, and 1
as the degree of causal connections in their maps.

(e.g lighting  control/contain  C6:Number C7:Economic
i Impacts

C12:Habitat  C13: Risk of
of small destructive
animals fires

C€14: Cost of
clean water
supply

CB:Beauty
of the
landscape

Cl0:Invasive  C11:Diversity
plant of the
species ecosystem

C15:Weather Rain -
percipitaiton/drought

€9:Commercial
timber harvest

Step 2: Collect the Individual Maps

After each of the students who were involved into this
case study had gave all of the connections among the
components, their individual maps should be collected by the
research team. For a regular FCM study process, the collected
maps would be used for map comparison for differences, or
map integration for similarities. As one type of stakeholder
groups as a whole, their maps would be used for finding the
similarities and potentially integrate together, to build up a
final map that could represent the perceptions for most
peoples’ interests within this group.

One example of a student’s FCM is showing as figure 4
and his adjacency matrix is showing as in Table 5.

From the map and the table, this student did not connect
the add-on components with any of other components, which
is acceptable from the research design.

Step 3: Creating the Group Map

As mentioned before in the paper, the following step for
the collected individual maps would need to be combined
together for a group map. In this way, the map could be able
to reflect the general interests, judgements and perceptions
from the whole group. That would representing the group
members’ opinions as a whole. After calculating the average
causal degree between each two components, a group map
could be showed as figure 5.
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C

C4:Ignition (e.g.
lighting storms)

timber harvest

A\

N
NN

C8:Beauty of the %
landscape

5. Clo:Invasive plant

C14: Cost of clean C15=_\‘\{:a_t:1er/:ain -
water supply percipi a:‘ tnn roug

Figure 4: An example of Wildfire Risk FCM from the case study

TABLE 5: THE ADJACENCY MATRIX FROM THE EXAMPLE FCM

g

7

of small
animals

C13: Risk of
destructive fires

C1:Amount of Fuelin
the Forest

C2:Rir
Quality/Pollution

C3:Recreational
Forest Use

Chlgnition (e.g.
lighting storms)

C5:Ability to

control/contain a fire

C6:Number of Fires

C7:Economic Impacts

C8:Beauty of the
landscape

C9:Commercial
timber harvest

C10:Invasive plant
species
C11:Diversity of the
ecosystem

C12:Habitat of small
animals

C13: Risk of
destructive fires

C14: Cost of clean
water supply

C15:Weather Rain -
percipitaiton/drought
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C6:Number of Fires

— €9:Commercial
timber harvest
C2:Air CL’_Am:nnt of Fuel
Quality/Pollution in the Forest

C3:Recreational

Forest Use = C13:Risk of C11:Diversity of the ‘
destructive fires ecosystem

C7:Economic
Impacts

C4:Ignition (e.g.
lighting storms)

C10:Invasive plant
species

C15:Weather Rain -
percipitation/droug | e C12:Habitat of the
C5:Ability to ht small animals
control/contain a
fire

C14:Cost of clean
water supply

Figure 5: A Group FCM for Wildfire Risk Case Study

Seeing through the map, the different of thickness of the It seems like the students did not really add in other
arrow lines represented an average agreement of causal components other than the given ones.
numbers for each connection from the team, which could be The adjacency matrix is showing as the following:
possibly reflect the most peoples’ interests on the perception.

TABLE 6: THE ADJACENCY MATRIX FROM THE GROUP MAP

Cl:Amount of C5:Ability to C12:Habitat of  C13:Risk of C14:Cost of
Fuelin the C2:Air C3:Recreational C4ilgnition (eg. control/contain  C6:Number  C7:E ic  C9:C ial C ive C11:Diversity of the small destructive clean water C15:Weather Rain -

Forest Quality/Pollution  ForestUse  lighting storms) afire of Fires Impacts  timberharvest plantspecies the ecosystem animals fires supply percipitation/drought
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TABLE 7: THE STRUCTURAL ANALYSIS OF THE WILDFIRE RISK GROUP PERCEPTION MAP

Total Components

Companent T Indegree
14
(1:Amount of Fuel in the Farest 04
T C2ir QualyPolltion 13
75
(3:Recreational Farest Use 08
Density =
(&lgnition (e.g. lighting storms) 1.2000000000000002
04120879121
(5:Ability to control/contain a fire 2
Connections per Component
C6:Number of Fires 3
53571428571
(7:Econamic Impacts 11
Number of Driver Companents
(%:Commercial timber harvest 02

1
(10:dnvasive plant species

Number of Receiver Components

F {11:Diversity of the ecosystem 34

(12:Habizar of the small animals 39
Number of Ordinary Components

(13:Risk of destructive fires 36
12

(14:Cost of clean water supply 0

Complexity Score

(15:Weather Rain - percipitation/drought 1.0999999999999999

1

The adjacency matrix reflected the structure of the map,
on how it is connected with the components. These
information would be able to allow the researchers to do
some analysis and running scenario tests through the map.

Step 4: Structural Analysis of the Group Map

The structural analysis of the group map is showing as the
table 7.

According to the structural analysis of the wildfire risk
group perception map, the centrality value is showing out
which components got the most connections and least
connections in the map.

The research objective, which is the “C13: Risk of
destructive fires” has the most connections (Centrality = 5)
from the other components, which means almost every
component has direct or indirect connections with it. Other
than this, within the regular given components, another two
most important components that students were perceived as
the major factors to the fire risk are “C6: Number of Fires”
(Centrality = 4.7) and “C3: Recreational Forest Use”
(Centrality = 4.3). This is showing a strong signal that for lay
people, without any professional knowledge in the field, most
of their risk perceptions would mostly related to their
common sense. In this case, the common sense is that, more
fire risk means more numbers of fires, while how to use the
forest is also important for controlling the risks. On the other
hand, “C5: Ability to control/contain a fire” (Centrality = 2.9)

T Outdegree T Centrality T Preferred State T Type T
32 36 ardinary
2.0999999999999995 3,3000999999999995 ordinary
15
21 3.3000000000000003 ordinary
09 » | ordinary
E v
1.0000000000000002 ordinary
3.8000000000000003 4 ordinary
2 3 ardinary
05 36 ordinary
0.2 41 ordinary
1.4000000000000601 : Decrease ardinary
0.30000000000000004 0.30000000000000004 » | driver
0 1.0909999399999999 T recelver

and “C7: Economic Impacts” (Centrality = 2.1) became the
least important components through their perceptions. That’s
also related to their common senses like the ability to
control/contain a fire may not be really helpful for reducing
the wildfire risk, while also not increase it, because the
wildfire are mostly started by natural, and it is an objective
risk. The economic impacts may out of the picture because of
this could be considered as a long-reach component that is
not closely relevant to the wildfire risks.

Step 5: Scenario Running

Another powerful function of Fuzzy Cognitive Maps is
scenario running, which could be helpful on decision-making
simulations. Since the structure of the map had been set, by
making changes on one or more components, the related
changes on other factors, which are basis on the cognitions
from this group of people, would be shown out as a
simulation of possible choices on decision-making.

From the previous steps, the group FCM had been built
up, which could also functionally for scenario running.
Several possible scenarios and the outcomes could be shown
as the following; in order the changes and impact clearly, the
changes to the components will be made with a degree of
either 1, or -1. And other than the listed scenarios below for
the case study, any scenarios basis on making changes of
components in the map could be made with any combination
of changes.

617



2016 Proceedings of PICMET '16: Technology Management for Social Innovation

Scenario 1. Reducing the amount of fuel in the forest.
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Figure 6: Scenario I Result

Scenario II. Increasing the recreational forest use.
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Figure 7: Scenario II Result

Scenario I1I. Increasing ability of control/contain a fire.

Figure 8: Scenario V Result
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Scenario 1V. Increasing commercial timber harvest.

Figure 9: Scenario IV Result

Scenario V. Reducing the fuel amount, increasing recreational forest use and fire control abilities.

324 [

Figure 10: Scenario V Result.

Scenario VI. Increasing fire control abilities and commercial timber harvest, reducing the cost of clean water supply.
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Figure 11: Scenario VI Result
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TABLE 8: SUMMARY OF SCENARIO OUTCOMES

Cl: C3: C5: Fire Ce: C7: C12: Habitat | C13: Risk of Cl1s:
Changes on Components Fuel Recreational | Control No. of Economic | of Small Destructive Weather
Amount | Forest Use Ability Fire Impacts Animals Fire Rain
Scenario I Decreasing Fuel N/A -0.14 0.18 2029 | NA -0.03 -0.22 0.02
Number
Scenario II: Increasing N/A N/A -0.01 0.05 0.04 -0.04 0.06 -0.02
Recreational Forest use
Scenario LII: Increasing Fire N/A -0.03 N/A N/A N/A 0.03 N/A 0.02
Control Ability
Scenario IV: Increasing Timber 0.03 0.05 0.04 N/A 0.02 -0.05 001 0.01
Harvest
Scenario V: Decreasing Fuel
Number, Increasing Recreational N/A N/A N/A -0.2 0.04 -0.04 -0.11 0.01
Forest Use and Fire Control Ability
Scenario VI: Increasing Fire
Control Ability and Timber
Harvest, Decreasing Clean Water -0.03 -0.08 N/A N/A 0.02 -0.02 0.01 0.03
Supply Costs

From the figures above, when running each of the
scenarios, there would be different changes happening on
other components. The first 4 scenarios were happening by
changing only one component; and Scenario V and VI were
happening by changing three components at the same time.
The outcomes of the 6 scenarios could be summed up in the
table 8 with some important components that related to policy
decisions on wildfire risk management.

These outcomes are basis on the perceptions from the
students, which may really different from the perceptions and
logics of the experts. From their group perception, since they
had made as many as 75 connections for 14 components, the
change rates on components may not extraordinarily high, but
it is still showing some signs of the practical evidences for
the scenarios.

All of the tested scenarios could be considered as a
potential real practical policy to be made and achieve the
management goals Basis on different management tasks, the
decision-maker could be able to see through the scenario
analysis results and pick up the best scenario as a potential
decision to be made. For example, if the management task is
to reduce the number of fires and reduce the risk of
destructive fires, they could possibly consider Scenario I,
reducing the number of fuels in the forest, as a future decision
to be made, since from Scenario I, the number of fires and the
risk of destructive fires had both been deductive the most. If
the management task is to improving the economic impact,
they could possibly pick up Scenario V, decreasing fuel
number, increasing recreational forest use and fire control
ability, as a possible future decision, because the economic
impact had been increased the most through Scenario V, and
also the risks of the destructive fires had been decreased,
which also meet the needs of our research objective.

C. Possible Contributions on Risk Perception Studies from
FCM
Was able to pool the insights from many people, clearly
different scenarios, dynamic analysis, not too time
consuming.

The above case study has shown the approaches of FCM
when applied into the risk perception studies from a
stakeholder group. The natural of FCM had been shown,
including: being able to investigate the insights from multiple
perspectives from many people, clearly different scenario
tests, dynamic analysis, and efficient on analyzing process.
These natural of FCM could be able to serve the purpose of
risk perception studies well as identify the perceptions of risk,
the factor affected to the risk and decision-making supports.
The efficiency of data collection and analysis is relatively
higher than most of the survey-based risk perception study
methodologies. That is a huge advantage for FCM to possibly
become a methodology for risk perception studies.

In general, the Fuzzy Cognitive Maps could not only
provide the perceptions of the risk from individuals and the
group, but also could provide a quick scenario prediction for
management advising purposes. The scenarios could be set
up follow the real-world situations or managerial problems,
so that it could reflect as a model of the real situations, which
could make the outcomes become more valuable as decision-
making options. On the other hand, FCM could contain every
related stakeholder group into the risk perception study, and
let all of them to providing their perceptions. By analyzing
the similarity within the same stakeholder group, and the
differences among different stakeholder groups; the map
could not only reflect the general perceptions of the group,
but also could improve the risk communication among
stakeholder groups by doing the map comparison. All of the
major stakeholder groups — lay public, technological experts
and the policy makers, could be benefit by knowing about
how their stakeholder group is thinking and how the other
groups are perceiving the same objective risks. The
differences are not scary, but could be very instructive for
making changes on the strategic level managerial problems.

In this way, Fuzzy Cognitive Maps could contribute to
risk perception studies.
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Risk Perception

Researchers
FC M
Explain things better.
Lay Public <« ” Technological Experts
FC Make things better.
M
Policy Maker

Figure 12: New possible relationships among risk perception groups

IV. DISCUSSION AND CONCLUSION

By learning from existing risk perception studies, people
who are involved into the risk event and risk perception
studies all have their different roles. All the stakeholder
groups’ perceptions are valuable for the decision-making
process on technology risk management. These different roles
should be work together to make all the spots connected.
From Figure 1, there are certain communication gaps among
the 3 major stakeholder groups — lay public, technology
experts, and policy makers, which are directly involved into
the risk-related policy making process. They may not really
talk with each other on any level or any decision-making
stages. These also increase the problem of trust and
knowledge differences among the stakeholder groups. One of
the most important role for risk perception researchers, would
be to build up these communications and ensure the
communication could go through smoothly and effectively.
The existing methodologies on risk perception studies are
more or less have some short legs on building up the bridges
for risk communication. To serve this purpose, Fuzzy
Cognitive Maps could possibly be a way to provide the spot
of the role for risk perception researchers, and close the ring
of the research process. The gap of trust and knowledge
differences between lay public and technological experts
could be possibly solved by improving the communications.
In order to reduce the perceived risk levels of the lay public,
the technological experts may need to explain the technology
better to the lay public, in order to let lay people knowing
more and fearing less, with more trusts. Another way that the
technological experts could pursue is to actually learn from
the risk perceptions of lay public, even the policy makers,
finding the new needs, and develop the technology or product
in that way, to make things better, in order to possibly
deducting the objective risks from their end.
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The figure 12 could show a new relationship that might be
look like in the future among the researchers and the 3 major
stakeholder groups, which the two-way risk communications
would need to be built.

V. FUTURE WORKS

In order to improving the risk communication and
comparing different risk perceptions through different
stakeholder groups, more efforts would be put on developing
the map comparison approaches and map-combining
approaches, which could also be helpful for making FCM not
only a research tool, but also a practical decision-making tool
for the managerial needs.

Also in the future, since the new needs for developing or
finding a new risk perception study tool are mostly from the
technological field, which they may need to make better
decisions on business strategy and technology development
strategies. If FCM could also be adopted into researches on
how different stakeholder groups are perceiving the risk of a
certain kind of technology, such as Internet of Things (IoT),
and be able to run relevant scenarios or technology
predictions, it could provide more evidence that FCM could
be able to contribute to the risk perception studies.
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